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Information and Communications Technology (ICT) Policies


This document describes the position of University of Ibadan regarding how ICT will be used to achieve desired goals and continued relevance in the academic world.

The policy seeks to:

·	Help decision-makers keep long-term strategic issues in perspective and give a clear basis for decision-making thereby reducing ad-hoc decisions and minimising the potential for crisis management

·	Provide a framework for operating in a uniform, predictable manner and to ensure that ICT truly reflects priorities and is in consonance with the dreams and aspirations of University of Ibadan.


Confidentiality

Members of the University Community Teaching/Non-Teaching staff and students have a responsibility to protect confidential information belonging to the University that has been entrusted to them.

This policy defines information that has been classified “confidential” and requirements for protecting this information.


Policy Statement

Confidential information is defined as any information or material, not generally available to the public, generated, collected or used by University of Ibadan that relates to its pursuit of research and development activities, students, or staff personnel.  

Within the University, disclosures of confidential information should occur only on an as-needed basis and must be from person or persons with the authority to do so.


Guidelines

Contact your Departmental Head or Establishment professional with any questions regarding this policy.


Information Security

All members of the University Community must:

·	Protect all confidential information belonging to or entrusted to University of Ibadan against unauthorised or accidental disclosure, modification, destruction or use.

·	Protect all information systems and telecommunications networks against unauthorised access or use, disruption of operations, or destruction.

·	Securely design, develop, implement and maintain information systems and telecommunications networks.

·	Use unique ID and passwords or other credentials to provide accountability of access.

·	Plan for recovery or restoration in the event of a system loss or disruption.


Policy Statement

University of Ibadan has always been sensitive to the necessity for controlling access to confidential information.  Individuals at all levels in the University use documents and data that are highly confidential.  The majority of this information concerns research projects, personnel and students matters; some are highly proprietary or private internal information.

Others include operating data maintained on some local computers that is increasingly essential to our planning, service delivery, budgeting, management and control activities.

The purpose of this policy is to reinstate existing policies concerning the control of access to documents and apply it to computerised information. This is geared towards deriving the desired level of integrity from the data/ information that will be handled by ICT.

All members of the University Community are responsible for enforcing this policy within their jurisdiction.






Policies

	The policies described herein apply to (but are not limited to):


-	Internal personal information pertaining to Teaching / Non-Teaching staff, University executive management personnel and students
	-	Information concerning proprietary efforts, such research projects 
-	Internal strategic information pertaining to management and control activities
-	Other information designated as confidential by the person responsible for it

	This information is confidential or classified unless it has been clearly identified as being public. 

1.	Each person or department responsible for data described in Policy No.1 above, acting with the guidance and support of the University authority, should consider the level of risk associated with unauthorised access or destruction of the information.  They should also ensure that the requirements listed below have been addressed to minimise risk incidence:

	-	Establish safeguards to ensure that confidential information is protected from unauthorised access, addition, change, deletion, or exposure that might intentionally or inadvertently occur
	-	Determine that the planned information handling and storage mechanism, complies with applicable data protection requirements
	-	Take additional steps deemed appropriate to adequately safeguard the information
	-	Note variances from established policy and initiate corrective action

3.	Any individual who has access to confidential information is responsible for maintaining the security and confidentiality of that information.  This is true whether the individual is a user of the information (e.g. Bursar) or a custodian of the information (e.g. Establishment).

4.	No person in the University of Ibadan should knowingly attempt to obtain access to information for which the individual has no authorised, valid need.  Any attempt to obtain access to confidential information without authorisation, regardless of whether or not the attempt is successful, may be grounds for disciplinary action.


Guidelines

Help Desk

The ICT organisation will establish and maintain a Help Desk. This office will serve as the fault tracking and reference centre.
Anomalies or faults identified on any ICT component or infrastructure will be immediately reported to this office.
Incidence of infrastructure or data vandalisation should also be made known to the Help Desk for onward communication to the appropriate authorities. 

Suggestions for Protecting ICT Infrastructure and Stored Data 

Security Administration and Co-ordination

Appoint a Security Administrator who will:

	Assist in identifying potential security exposures of infrastructure and confidential information.

Assist in developing procedures supporting the policies to protect the security of confidential information.
Conduct security awareness programs for all concerned University personnel.
Provide administrative support for security measures, such as password administration.
Maintain an inventory of all ICT equipment.  Assign responsibility for equipment maintenance and for the sign-out of portable equipment.
Establish and enforce standards for general neatness in ICT processing areas.
Obtain expert assistance from the University ICT organisation as needed to advise on areas of significant exposure or on complex technical problems.


Computer Security

Provide physical security for areas where computers are kept and used:

	Keep equipment in a room that has a door that can be locked.  Issue access cards or limit the number of keys to ensure that access to the equipment is limited but available when needed.

Locate equipment in areas that are easily visible. Avoid locations that might offer undetected unauthorised access from public.
Consider securing equipment to desk or tabletops using commercially available locking fasteners.

	Develop and implement standard procedures for control over diskettes, tapes and other media:


	Define standards for labelling, dating and filing for diskettes and tapes.  Consider colour-coding to easily identify critical diskettes, tapes, and other major categories of data.

Require the use of write-protect tabs and rings where appropriate.
Define secure storage requirements for diskettes and tapes containing sensitive data.  Consider threats of fire and of unauthorised access in defining these requirements.
Define back-up requirements for diskettes and tapes, based on the critical nature of the data and the effort required to re-create the data.
Provide remote storage (i.e. outside of the building) for back-up copies of key data files.
Define procedures for erasing sensitive data from diskettes and tapes before they are returned to open stock.

Password Security 

Where user IDs and passwords are applicable, administer these to ensure that:

	New users are able to obtain IDs and passwords when needed (no sharing with others).

Users who are no longer members of the University community have their IDs and passwords revoked immediately.
Passwords are kept confidential (not shared nor posted in public view) and users are held accountable for their password.

b.	Conduct training for all employees in the use and observance of the classification system, and integrate this training into new employee orientation programs.

Technical Infrastructure

University of Ibadan is committed to providing a streamlined, cost-effective ICT environment based on scaleable technical components and a modular architecture to support standardisation, growth, expansion, integration and ease of maintenance.  

The technical architecture should provide optimal support for academic activities and delivery of quality education, information delivery and management control.

This policy defines the University’s utilisation of ICT components and technical architecture including hardware, networks, communications and security, to enable the University’s overall strategy:

·	The University is committed to maximising the benefits of its investments in ICT. This will be achieved by steering investments to the most effective and appropriate use in automating academic activities and providing information for management control and decision-making purposes, leveraging our people with access to knowledge on a global scale and supporting our efforts to remain the premier University of higher learning.

·	The University is committed to ensuring that its ICT systems support direct, secure, convenient, and easy access to information, as appropriate.  The information should be timely, accurate and usable, and to ensure that security and controls are adequately strengthened using technology without impairing operational efficiency and personnel productivity 

·	The University will adequately protect its existing ICT investments while ensuring that the it maintains the opportunity to adopt new technologies

·	Technology platform decisions will be based on application and information needs.

·	The University’s ICT environment will be open, flexible, and scaleable. We will not use proprietary (closed) communications protocol

·	We are committed to implementing properly architected and modular ICT infrastructure that would permit incremental investments to support gradual growth due to limited funding.  



Guidelines

Additional policies and procedures may be issued from time to time to support this policy.

Contact the Director, ICT Organisation with questions regarding this policy.


Data

Data refers to the totality of the University’s information. It includes creation, storage, retrieval, maintenance and update of all the information.

The University intends to derive maximum benefit from ICT by protecting its data and information and by ensuring that it is made available to legitimate users anytime and anyplace.

Data integrity is critical and has to be guaranteed at all cost. All concerned are responsible for maintaining the integrity of data and information in their care.


Policy Statement

·	We are committed to maximising the benefits of the University’s investment in ICT protecting confidential information entrusted to us or to which we otherwise have access

·	Data integrity is critical to our operations.  All members of staff are responsible for maintaining the integrity of data and information in their care.  The ICT organisation will provide supporting policies, procedures and systems necessary for data integrity

·	Information will be available to anyone, anyplace, anytime, where appropriate

·	The University is committed to ensuring that all personal information about any member of the University community will be held securely and accessed only by authorised persons.  This includes information held on computer systems and on personnel files

·	Any individual who has access to confidential information is responsible for maintaining the security and confidentiality of that information.  This is true whether the individual is a user of the information (e.g. a Bursar) or a custodian of the information (e.g. Establishment unit)
·	For every source of data there should be a clearly defined data owner who should be responsible for the maintenance and accuracy of this data 

·	The ICT Organisation would develop appropriate continuity procedures for our information systems including backup / recovery strategies in order to ensure that information is not lost and that operational efficiency is not impaired due to computer downtime


Guidelines

Contact the Director Information and Communications Technology with any questions regarding this policy.


Web Page

To ensure strategic relevance and a consistent image and brand presence for University of Ibadan on the World Wide Web, all web pages relating to the University should adhere to standard guidelines and approval procedures.

Every page on our website must communicate and reinforce the strategy and vision of University of Ibadan.  A consistent and clear message will allow us to leverage our brand power via the instantaneous vehicle of the Web.  To use our website effectively and ensure that the entire site is of the highest quality, the University must have management and editorial, content, visual identity, navigational, technical and naming standards to which all web pages must comply.


Policy Statement 

Developing and managing the web pages of the University of Ibadan

·	All pages must be located and accessed through http://www.ui.edu.ng 

Any branch, functional group, department, country etc. wishing to post content must assign a content owner.  

The content owner is responsible for:

-	Instigating and completing the approval process described below, including third-party approvals if necessary
-	Collection, inventory and standardisation of page content
-	Creating a publishing schedule
Content Review/Approval

The sponsoring faculty/departmental head must approve proposed content before it is submitted.
 
To obtain approval you must:

-	Define the primary objectives in creating the web page
-	Outline the specific web page content 
-	Detail any third-party page links
-	Establish a budget
-	Establish a timeline for development


Approval will take into account the following factors:

-	Strategic relevance of the use of the Internet for the communication 
-	Consistency with the brand image, positioning and academic goals of the University
-	Compliance with the University image-making standards
-	Consistency with other sub-sites/web pages to ensure integration and to avoid duplication 

Once approval has been given, web page development can begin.  
The Head, ICT Business Development and Head of the sponsoring faculty/department must approve the final web page.
 

Visual Identity

All web pages must use the University standard fonts and colours.

Technical Requirements

-	Use of interactive media is encouraged if used appropriately for the target audience
-	Files should be kept as small as possible to minimise download times. 

Naming Standards

Developing a web page often requires a significant number of content names.  Content owners should consult the ICT Marketing Guidelines for naming standards before submitting suggested content and titles for approval.

Use of terms specific to University of Ibadan must be consistent with the approved standards.
Vendors

Only internal resources and approved external vendors, following the appropriate design and content requirements, may develop and update web pages.

Managing a Web Page

Once a web page has been placed on the server, the content owner is responsible for:

-	Maintaining a publishing schedule 
-	Updating the content regularly (the minimum requirement is once a month) and gaining approvals as described above
-	Responding to feedback / questions quickly


Third-Party Pages

The Head, ICT Business Development, must approve the addition of any third-party page links before they can be posted on the University web page.


Extranets

Extranets and closed Intranets are valuable knowledge sources. Development and maintenance of such sites must be approved by the relevant executives and must adhere to the approval procedures and standards detailed above.

E-Mail

The University Community (Staff and Students) will be provided with access to electronic mail and its Knowledge Management system by way of an ID, and with access to the Internet as functional needs require.

All communications via e-mail, Intranet, Internet or similar electronic media relating to the University’ s operations or utilising the University’s information technology must conform to specified appropriate Acceptable Use policies.








Internet and E-Mail Acceptable Use Policy
	
University of Ibadan is committed to deriving maximum benefits from investments in Information and Communications Technology (ICT) by putting the investments to the most effective and appropriate use in leveraging the entire University community - with access to Global Knowledge Bases and employing technology support for traditional academic and administrative activities.

Guidelines 

Internet and External E-mail Acceptable Use Policy

Our Internet/Intranet system should provide us with electronic mail (e-mail) capabilities that will become integral to our internal and external communications. E-mail has become a preferred medium for external communication.

Internet access has become important to the entire University community – teaching  staff and students conducting joint research with their counterparts within and beyond the shores of our country or non-teaching staff seeking for relevant information.  

While the Internet provides tremendous knowledge and learning opportunities, we need to be aware of the risks associated with external e-mail and Internet access.

This policy was developed to help the University community enhance the University’s image, and minimise costs associated with Internet usage, and protect confidential information.
 

Prohibited Activities

The following activities are prohibited when using the University-provided access accounts or equipment:

·	Downloading, transmission, and possession of pornographic and sexually explicit materials
·	Transmitting libellous, slanderous, threatening or abusive messages or any messages that may be construed as such



Proprietary Information

·	Obey all copyright laws.  Questions concerning copyright compliance should be directed to the Head, ICT Business development.
·	Special note: Although material may be available for "free" on the Internet, you do not have the legal right to copy it.  Compare the Internet to a bookstore - you are free to browse as much as you like, but you are not welcome to make copies.  Obtain the copyright holder's written permission before copying from the Internet or other public computer systems
·	Do not transmit proprietary or confidential materials of the University over any public computer system unless properly encrypted.  Electronic communications between people within the University should be made using the intranet e-mail as opposed to individual Internet addresses


	WARNING -- There is no guarantee of confidentiality or privacy for any communication or data sent over the Internet or other external systems.  E-mail and attachments can be intercepted and read or modified by individuals seeking unauthorised access to information or computer networks or systems.


Electronic Communications

·	Always obtain the approval of the Head, ICT Business Development before any messages representing the University are posted to the Internet or to any other public computer system.  
·	When communicating with a broad public audience that has reason to know of your association with the University, using either an individually acquired or a University-provided account, the following disclaimer must appear on all communications: 
"The views expressed herein are the personal views and opinions of the current user and are not made on behalf of University of Ibadan."
·	Users communicating with a specific person already known to them from face-to-face professional interaction are not required to use this disclaimer.
·	Obey all copyright laws.  If you have questions about copyright compliance, you should check with Head, ICT Business Development.
·	Exercise extreme caution and be extremely selective when subscribing to mailing lists or similar services because:
-	Heavy volume mailing lists can generate 50 or more messages per day and can tremendously degrade network performance.
-	Some mailing lists are not easily turned off.  Make sure you know how to unsubscribe before requesting a subscription.
-	Check all internal sources for information before subscribing to any service

·	When participating in a forum, obey all rules, and ensure that you read 'Frequently Asked Questions' (FAQs).  FAQs are often posted within a particular newsgroup.


Security

·	Immediately inform the Help Desk of any communication, system problem, or other circumstance that you think may indicate a breach of security or other risk to the integrity of the ICT system.
·	The Internet is not a secure environment.  Do not assume any activities are private.
·	You have no way to prevent the re-distribution of e-mail messages.  Never assume that any message is a one-time, one-to-one communication.
·	Do not enable any program or macro/agent to automatically forward Intranet mail to or via the Internet or any other external system.
·	If you suspect that your Internet password and ID have become compromised, immediately request a new password and ID from your local administrator.  Internet passwords and IDs should be treated with the same precaution as a telephone calling card number.
·	Do not transmit IDs, passwords, internal network configurations or addresses, or system names over the Internet.
·	Unauthorised bypass or any attempt to circumvent any security system is prohibited.
·	Do not leave your computer unattended while connected to the Internet.


System Integrity 

·	Verify that the ICT’s current standard anti-virus software is installed on your computer.  Ensure that you scan all files attached to external e-mail as well as any files downloaded from an external system.
·	Exercise caution when downloading large files (i.e. over 1 MB, including text and multimedia files).  Downloading large files can take a long time and therefore degrade network performance for everyone on the network.

Compliance

Members of the University community are expected to exercise good judgement and act in a professional manner whenever accessing the Internet or any other external system.  Be aware that disciplinary actions, ranging from the revocation of your Internet access to dismissal, may result from failure to adhere to any policy contained herein.  If you have any doubt or question concerning whether to use the Internet or another external system, ask your departmental head or any stakeholder in the ICT committee. 

As additional guidelines, remember:

·	Whatever you communicate via e-mail may become public information.  As a result, use language that reflects positively on yourself and the University of Ibadan.

·	Do not transmit, send or broadcast any messages, data, or files that can cause, or potentially cause, hardware, software or network failure and/or the destruction of data.

·	Do not share access to your e-mail and Internet accounts with anyone.

·	Do not alter someone else's communication without their approval or without clearly indicating that you have done so.


With the ability to use both our internal network and public networks to access knowledge and information, it is important that you make proper use so that we can ensure that our resources are available to conduct our day-to-day business of teaching and learning.

Learning About the Internet
Learning about the Internet should be an academic as well as a personal goal.  The degree to which the Internet has relevant academic application will vary with your level of experience. As a result, we encourage everyone to get his or her own Internet Service Provider (ISP) account.  This will enable you to use the vast resources of the Internet for personal use and to gain further knowledge of the Internet on your own time.


A Word of Caution
Not all of the data on the Internet is relevant, timely or accurate.  Use caution when gathering information.  Check your resources carefully and don't trust everything that you read.


Please Note
Network resources are expensive and finite.  Network availability and reliability need to be protected to ensure that we have distributed access across all users.  Remember that non-business use of the Internet and e-mail puts additional traffic on the network and could impair day-to-day University operations.  As a result, to ensure that our network performance is maintained, we reserve the right to - and will - monitor Internet and E-mail for improper and/or excessive usage.


ICT Management Organisation

University of Ibadan will establish appropriate policies, procedures and processes for the management of Information and Communications Technology investments and for the Information and Communications Technology organisation.  The Information and Communications Technology Organisation should be strengthened in terms of tools, resources, manpower, skills and competence and should be adequately funded to provide consistent, predictable, cost-efficient and effective support the University activities across the entire campus.

University of Ibadan will operate to world-class standards by increasingly using ICT to enhance overall performance and improve service quality.  This is only possible with increased responsiveness and flexibility of the ICT Organisation. 
 
Consequently, University of Ibadan will ensure effective management of technology implementation since effective use of technology is as important as effective deployment.


Policy Statement

·	The ICT Committee is committed to ensuring that ICT initiatives are directly aligned with the University’s overall strategies.  Consequently, users should be involved in the initiation of ICT projects through identification of opportunities while the ICT Committee will also be involved in operational planning

·	University of Ibadan is committed to standardising its ICT environment by ensuring that corporate Information and Communications Technology Standards, Information and Communications Technology Policy and strategic direction will be determined centrally by the ICT Committee while compliance through the University network will be monitored and enforced

·	User satisfaction surveys will be conducted periodically to gauge users’ satisfaction with ICT services and to identify potential weaknesses before they become major problems

·	The University is committed to providing ICT staff with the pre-requisite technical, management, functional and operational skills to be able to anticipate operational requirements and provide efficient, cost-effective, professional, courteous and responsive services to the University community

·	The University is committed to world-class operations and will therefore ensure that ICT projects are aligned with institutional imperatives and are guided by a detailed business case and managed using structured project management techniques. 

·	The ICT Committee will proactively survey and evaluate new technologies and adopt selected ones for the University in order to gain competitive advantage and improve service and information delivery

·	The ICT Committee will periodically evaluate the level of ICT awareness of the University community, utilisation of ICT resources and their comfort level with ICT, and develop solutions for addressing areas of concerns



